Privacy policy

Preamble

With the following privacy policy, we would like to inform you about what types of your personal data
(hereinafter also referred to as ‘data’) we process, for what purposes and to what extent. The privacy
policy applies to all processing of personal data carried out by us, both in the context of the provision of
our services and in particular on our websites, in mobile applications and within external online
presences, such as our social media profiles (hereinafter collectively referred to as ‘online offer’).

The terms used are not gender-specific.
Status: May 26 2025

Person responsible

Urs Beck
9100 Herisau
Switzerland

Persons authorised to represent the Project Homebase Earth: Urs Beck

E-mail address: info@projecthomebase.earth

Relevant legal bases

Relevant legal bases according to the Swiss Data Protection Act: If you are located in Switzerland, we
process your data on the basis of the Federal Act on Data Protection (‘Swiss FADP’ for short). Unlike the
GDPR, for example, the Swiss FADP does not generally require that a legal basis for the processing of
personal data be specified and that the processing of personal data be carried out in good faith, lawfully
and proportionately (Art. 6 para. 1 and 2 of the Swiss FADP). In addition, personal data is only obtained
by us for a specific purpose recognizable to the data subject and only processed in a way that is
compatible with this purpose (Art. 6 para. 3 of the Swiss FADP).

Safety measures

We take appropriate technical and organisational measures in accordance with the legal requirements,
taking into account the state of the art, the implementation costs and the nature, scope, circumstances
and purposes of the processing as well as the different probabilities of occurrence and the extent of the
threat to the rights and freedoms of natural persons, in order to ensure a level of protection appropriate to
the risk.

The measures include, in particular, safeguarding the confidentiality, integrity and availability of data by
controlling physical and electronic access to the data as well as the access, input, disclosure,
safeguarding of availability and its separation. Furthermore, we have established procedures that ensure
the exercise of data subject rights, the deletion of data and responses to data threats. Furthermore, we
already take the protection of personal data into account during the development and selection of
hardware, software and processes in accordance with the principle of data protection, through technology
design and data protection-friendly default settings.

Securing online connections using TLS/SSL encryption technology (HTTPS): To protect user data
transmitted via our online services from unauthorised access, we use TLS/SSL encryption technology.
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Secure Sockets Layer (SSL) and Transport Layer Security (TLS) are the cornerstones of secure data
transmission on the Internet. These technologies encrypt the information transmitted between the website
or app and the user's browser (or between two servers), protecting the data from unauthorised access.
TLS, as the more advanced and secure version of SSL, ensures that all data transmissions meet the
highest security standards. If a website is secured by an SSL/TLS certificate, this is signalled by the
display of HTTPS in the URL. This serves as an indicator to users that their data is being transmitted
securely and encrypted.

General information on data storage and deletion

We delete personal data that we process in accordance with the statutory provisions as soon as the
underlying consents are revoked or there is no further legal basis for the processing. This applies to
cases in which the original purpose of processing no longer applies or the data is no longer required.
Exceptions to this rule exist if legal obligations or special interests require longer storage or archiving of
the data.

In particular, data that must be stored for commercial or tax law reasons or whose storage is necessary
for legal prosecution or to protect the rights of other natural or legal persons must be archived
accordingly.

Our data protection information contains additional information on the retention and deletion of data that
applies specifically to certain processing operations.

If there is more than one indication of the retention period or deletion period for a date, the longest period
is always decisive.

If a period does not expressly begin on a specific date and is at least one year, it shall automatically start
at the end of the calendar year in which the event triggering the period occurred. In the case of ongoing
contractual relationships in the context of which data is stored, the event triggering the deadline is the
date on which the cancellation or other termination of the legal relationship takes effect.

We only process data that is no longer stored for the originally intended purpose, but due to legal
requirements or other reasons, for the reasons that justify its storage.

Further information on processing operations, procedures and services:

Retention and deletion of data: The following general time limits apply to storage and archiving in
accordance with Swiss law:

e 10 years - Retention period for books and records, annual financial statements, inventories,
management reports, opening balance sheets, accounting vouchers and invoices as well as all
necessary work instructions and other organisational documents (Art. 958f of the Swiss Code of
Obligations (CQ)).

e 10 years - Data necessary for the consideration of potential claims for damages or similar
contractual claims and rights, as well as for the processing of related enquiries based on past
business experience and standard industry practices, are stored for the statutory limitation period
of ten years, unless a shorter period of five years is applicable, which is relevant in certain cases
(Art. 127, 130 CO). Claims for rent, lease and capital interest as well as other periodic services,
from the supply of food, for catering and for debts to landlords, as well as from handicraft work,
retail sale of goods, medical care, professional work of lawyers, legal agents, procurators and
notaries and from the employment relationship of employees expire after five years (Art. 128 CO).
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Performing tasks in accordance with the articles of association or
rules of procedure

We process the data of our members, supporters, interested parties, business partners or other persons
(collectively ‘data subjects’) if we have a membership or other business relationship with them and fulffil
our tasks and are recipients of services and benefits. Otherwise, we process the data of data subjects on
the basis of our legitimate interests, e.g. in the case of administrative tasks or public relations work.

The data processed in this context, the type, scope and purpose and the necessity of their processing are
determined by the underlying membership or contractual relationship, from which the necessity of any
data information also arises (otherwise we refer to required data).

We delete data that is no longer required for the fulfilment of our statutory and business purposes. This is
determined according to the respective tasks and contractual relationships. We retain the data for as long
as it may be relevant for business transactions and with regard to any warranty or liability obligations
based on our legitimate interest in their regulation. The necessity of retaining the data is regularly
reviewed; otherwise, the statutory retention obligations apply.

e Processed data types: inventory data (e.g. full name, residential address, contact information,
customer number, etc.); contact data (e.g. postal and email addresses or telephone numbers);
contract data (e.g. subject matter of the contract, term, customer category); member data (e.g.
personal data such as name, age, gender, contact details (email address, telephone number),
membership number, information on membership fees, participation in events, etc.). Payment
data (e.g. bank details, invoices, payment history).

Persons concerned: Members; interested parties; donors. Third parties.
Purposes of processing: communication; organisational and administrative procedures;
fundraising. Public relations and information purposes.

e Storage and deletion: Deletion in accordance with the information in the section ‘General
information on data storage and deletion’.

e Legal bases: Legitimate interests (Art. 6 para. 1 sentence 1 lit. f) GDPR). Membership contract
(articles of association) (Art. 6 para. 1 sentence 1 lit. b) GDPR).

Further information on processing operations, procedures and services:

Fundraising and fundraising: Procedures include planning and implementing fundraising campaigns,
managing donor data and communicating with donors and potential supporters. Campaign planning
involves developing strategies, setting goals and selecting fundraising channels. Campaigns are carried
out by initiating and implementing specific fundraising activities, collecting donations via online platforms,
events and direct approaches. Donor data management involves collecting, updating and analysing data
to optimise future campaigns. Communication with donors and potential sponsors takes place via
personalised addresses, thank-you letters and regular updates on project successes and use of funds;
legal basis: Legitimate interests (Art. 6 para. 1 sentence 1 lit. f) GDPR), membership contract (articles of
association) (Art. 6 para. 1 sentence 1 lit. b) GDPR).

Payment procedure

As part of contractual and other legal relationships, due to legal obligations or otherwise on the basis of
our legitimate interests, we offer the data subjects efficient and secure payment options and use other
service providers in addition to banks and credit institutions (collectively referred to as ‘payment service
providers’).
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The data processed by the payment service providers includes inventory data, such as the name and
address, bank data, such as account numbers or credit card numbers, passwords, TANs and checksums,
as well as contract, total and recipient-related information. The information is required to carry out the
transactions. However, the data entered is only processed by the payment service providers and stored
by them. This means that we do not receive any account or credit card-related information, but only
information with confirmation or negative information about the payment. Under certain circumstances,
the data may be transmitted by the payment service providers to credit agencies. The purpose of this
transmission is to check identity and creditworthiness. Please refer to the general terms and conditions
and the data protection information of the payment service providers.

Payment transactions are subject to the terms and conditions and data protection notices of the
respective payment service providers, which can be accessed on the respective websites or transaction
applications. We also refer to these for further information and the assertion of cancellation, information
and other data subject rights.

e Processed data types: inventory data (e.g. full name, residential address, contact information,
customer number, etc.); payment data (e.g. bank details, invoices, payment history); contract data
(e.g. subject matter of the contract, term, customer category); usage data (e.g. page views and
length of stay, click paths, intensity and frequency of use, device types and operating systems
used, interactions with content and functions). Meta, communication and process data (e.g. IP
addresses, time data, identification numbers, persons involved).

e Persons affected: Service recipients and clients; business and contractual partners. Interested
parties.

e Purposes of processing: Provision of contractual services and fulfilment of contractual
obligations. Business processes and business management procedures.

e Storage and deletion: Deletion in accordance with the information in the section ‘General
information on data storage and deletion’.

e Legal bases: Contract fulflment and pre-contractual enquiries (Art. 6 para. 1 sentence 1 lit. b)
GDPR). Legitimate interests (Art. 6 para. 1 sentence 1 lit. f) GDPR).

Further information on processing operations, procedures and services:

PayPal: Payment services (technical connection of online payment methods) (e.g. PayPal, PayPal Plus,
Braintree); Service provider: PayPal (Europe) S.a r.l. et Cie, S.C.A., 22-24 Boulevard Royal, L-2449
Luxembourg; Legal basis: Contract fulfilment and pre-contractual enquiries (Art. 6 para. 1 sentence 1 lit.
b) GDPR); Website: https://www.paypal.com/de; Privacy Policy:
https://lwww.paypal.com/de/webapps/mpp/ua/privacy-full. Basis for third country transfers: Adequacy
decision (Luxembourg).

Use of cookies

Cookies are small text files or other storage notes that store information on end devices and read it from
them. For example, to store the log-in status in a user account, the contents of a shopping basket in an
e-shop, the content accessed or the functions used in an online offering. Cookies can also be used for
various purposes, for example to ensure the functionality, security and convenience of online services and
to create analyses of visitor flows.

Notes on consent: We use cookies in accordance with the statutory provisions. We therefore obtain prior
consent from users, unless this is not required by law. In particular, consent is not required if the storage
and reading of information, including cookies, is absolutely necessary in order to provide users with a
telemedia service they have expressly requested (i.e. our online offering). The revocable consent is
clearly communicated to you and contains the information on the respective use of cookies.
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Information on legal bases under data protection law: The legal basis under data protection law on which
we process users' personal data using cookies depends on whether we ask for their consent. If users
accept, the legal basis for processing their data is their declared consent. Otherwise, the data processed
using cookies is processed on the basis of our legitimate interests (e.g. in the commercial operation of our
online offering and the improvement of its usability) or, if this occurs in the context of the fulfiliment of our
contractual obligations, if the use of cookies is necessary to fulfil our contractual obligations. We will
explain the purposes for which we use cookies in the course of this privacy policy or as part of our
consent and processing procedures.

Storage period: With regard to the storage period, a distinction is made between the following types of
cookies:

e Temporary cookies (also: session cookies): Temporary cookies are deleted at the latest after a
user has left an online service and closed their end device (e.g. browser or mobile application).

e Permanent cookies: Permanent cookies remain stored even after the end device is closed. For
example, the log-in status can be saved and favourite content can be displayed directly when the
user visits a website again. The user data collected with the help of cookies can also be used to
measure reach. If we do not provide users with explicit information on the type and storage
duration of cookies (e.g. when obtaining consent), they should assume that they are permanent
and that the storage duration can be up to two years.

General information on revocation and objection (opt-out): Users can revoke the consents they have
given at any time and also declare an objection to the processing in accordance with the legal
requirements, also by means of the privacy settings of their browser.

e Processed data types: Meta, communication and process data (e.g. IP addresses, time data,
identification numbers, persons involved).
Data subjects: Users (e.g. website visitors, users of online services).
Legal bases: Legitimate interests (Art. 6 para. 1 sentence 1 lit. f) GDPR). Consent (Art. 6 para. 1
sentence 1 lit. a) GDPR).

Further information on processing operations, procedures and services:

Processing of cookie data on the basis of consent: We use a consent management solution in which user
consent is obtained for the use of cookies or for the procedures and providers mentioned in the consent
management solution. This procedure is used to obtain, log, manage and revoke consent, in particular
with regard to the use of cookies and comparable technologies that are used to store, read and process
information on users' end devices. As part of this procedure, user consent is obtained for the use of
cookies and the associated processing of information, including the specific processing and providers
mentioned in the consent management procedure. Users also have the option of managing and revoking
their consent. The declarations of consent are stored in order to avoid repeated requests and to be able
to provide proof of consent in accordance with legal requirements. The storage takes place on the server
side and/or in a cookie (so-called opt-in cookie) or by means of comparable technologies in order to be
able to assign the consent to a specific user or their device. If no specific information on the providers of
consent management services is available, the following general information applies: Consent is stored
for up to two years. A pseudonymous user identifier is created, which is stored together with the time of
consent, information on the scope of consent (e.g. relevant categories of cookies and/or service
providers) and information on the browser, the system and the end device used; legal basis: consent (Art.
6 para. 1 sentence 1 lit. a) GDPR).
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Contact and enquiry management

When contacting us (e.g. by post, contact form, email, telephone or via social media) and in the context of
existing user and business relationships, the data of the enquiring persons are processed insofar as this
is necessary to answer the contact enquiries and any requested measures.

e Processed data types: Inventory data (e.g. full name, residential address, contact information,
customer number, etc.); Contact data (e.g. postal and email addresses or telephone numbers);
Content data (e.g. text or image messages and contributions as well as the information relating to
them, such as information on authorship or time of creation); Usage data (e.g. page views and
length of stay, click paths, intensity and frequency of use, device types and operating systems
used, interactions with content and functions). Meta, communication and process data (e.g. IP
addresses, time data, identification numbers, persons involved).

Affected persons: Communication partner.
Purposes of processing: Communication; organisational and administrative procedures; feedback
(e.g. collecting feedback via online form). Provision of our online services and user-friendliness.

e Storage and deletion: Deletion in accordance with the information in the section ‘General
information on data storage and deletion’.

e Legal bases: Legitimate interests (Art. 6 para. 1 sentence 1 lit. f) GDPR). Contract fulfiiment and
pre-contractual enquiries (Art. 6 para. 1 sentence 1 lit. b) GDPR).

Further information on processing operations, procedures and services:

Contact form: When contacting us via our contact form, by e-mail or other communication channels, we
process the personal data transmitted to us to answer and process the respective request. This generally
includes details such as name, contact information and any other information that is provided to us and is
required for appropriate processing. We use this data exclusively for the stated purpose of establishing
contact and communication; legal basis: fulfilment of contract and pre-contractual enquiries (Art. 6 para. 1
sentence 1 lit. b) GDPR), legitimate interests (Art. 6 para. 1 sentence 1 lit. f) GDPR).

Advertising communication via email, post, fax or telephone

We process personal data for the purposes of advertising communication, which may take place via
various channels, such as e-mail, telephone, post or fax, in accordance with legal requirements.

Recipients have the right to withdraw their consent at any time or to object to advertising communication
at any time.

After revocation or objection, we store the data required to prove the previous authorisation for contacting
or sending up to three years after the end of the year of revocation or objection on the basis of our
legitimate interests. The processing of this data is limited to the purpose of a possible defence against
claims. On the basis of the legitimate interest in permanently observing the revocation or objection of the
user, we also store the data required to avoid renewed contact (e.g. depending on the communication
channel, the e-mail address, telephone number, name).

e Processed data types: inventory data (e.g. full name, residential address, contact information,
customer number, etc.); contact data (e.g. postal and email addresses or telephone numbers).
Content data (e.g. textual or visual messages and contributions as well as the information relating
to them, such as information on authorship or time of creation).

Affected persons: Communication partner.
Purposes of processing: direct marketing (e.g. by email or post); marketing. Sales promotion.
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e Storage and deletion: Deletion in accordance with the information in the section ‘General
information on data storage and deletion’.

e Legal basis: Consent (Art. 6 para. 1 sentence 1 lit. a) GDPR). Legitimate interests (Art. 6 para. 1
sentence 1 lit. f) GDPR).

Web analysis, monitoring and optimization

Web analysis (also referred to as "reach measurement") is used to evaluate the flow of visitors to our
online offering and may include behaviour, interests or demographic information about visitors, such as
age or gender, as pseudonymous values. With the help of reach analysis, we can, for example, recognize
at what time our online offer or its functions or content are most frequently used or invite visitors to reuse
them. It also enables us to understand which areas require optimization.

In addition to web analysis, we may also use test procedures, for example to test and optimise different
versions of our online offering or its components.

Unless otherwise stated below, profiles, i.e. data summarised for a usage process, can be created for
these purposes and information can be stored in a browser or end device and then read out. The
information collected includes, in particular, websites visited and the elements used there as well as
technical information such as the browser used, the computer system used and information on usage
times. If users have consented to the collection of their location data from us or from the providers of the
services we use, it is also possible to process location data.

In addition, the IP addresses of users are stored. However, we use an IP masking procedure (i.e.
pseudonymization by shortening the IP address) to protect users. In general, no clear user data (such as
e-mail addresses or names) is stored in the context of web analysis, A/B testing and optimization, but
pseudonyms. This means that neither we nor the providers of the software used know the actual identity
of the users, but only the information stored in their profiles for the purpose of the respective process.
Notes on legal bases: If we ask users for their consent to the use of third-party providers, the legal basis
for data processing is consent. Otherwise, user data is processed on the basis of our legitimate interests
(i.e. interest in efficient, economical and recipient-friendly services). In this context, we would also like to
draw your attention to the information on the use of cookies in this privacy policy.

e Processed data types: Usage data (e.g. page views and dwell time, click paths, intensity and
frequency of use, device types and operating systems used, interactions with content and
functions). Meta, communication and process data (e.g. IP addresses, time data, identification
numbers, persons involved).

Data subjects: Users (e.g. website visitors, users of online services).

Purposes of processing: Reach measurement (e.g. access statistics, recognition of returning
visitors); profiles with user-related information (creation of user profiles). Provision of our online
services and user-friendliness.

e Storage and deletion: Deletion in accordance with the information in the section "General
information on data storage and deletion". Storage of cookies for up to 2 years (Unless otherwise
stated, cookies and similar storage methods may be stored on users' devices for a period of two
years).

Security measures: IP masking (pseudonymization of the IP address).
Legal basis: Consent (Art. 6 para. 1 sentence 1 lit. a) GDPR). Legitimate interests (Art. 6 para. 1
sentence 1 lit. f) GDPR).

Further information on processing operations, procedures and services:

Google Analytics: We use Google Analytics to measure and analyze the use of our online offering on
the basis of a pseudonymous user identification number. This identification number does not contain any
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unique data, such as names or e-mail addresses. It is used to assign analysis information to an end
device in order to recognize which content users have called up within one or more usage processes,
which search terms they have used, which they have called up again or which they have interacted with
our online offering. The time of use and its duration are also stored, as well as the sources of the users
that refer to our online offering and technical aspects of their end devices and browsers.

Pseudonymous profiles of users are created with information from the use of various devices, whereby
cookies may be used. Google Analytics does not log or store individual IP addresses for EU users.
However, Analytics provides rough geographic location data by deriving the following metadata from IP
addresses: City (and the city's inferred latitude and longitude), Continent, Country, Region, Subcontinent
(and ID-based counterparts). For EU traffic, IP address data is used exclusively for this derivation of
geolocation data before it is immediately deleted. They are not logged, are not accessible and are not
used for other purposes. When Google Analytics collects measurement data, all IP queries are performed
on EU-based servers before the traffic is forwarded to Analytics servers for processing; Service provider:
Google Ireland Limited, Gordon House, Barrow Street, Dublin 4, Ireland; Legal basis: Consent (Art. 6
para. 1 sentence 1 lit. a) GDPR); Website: https://marketingplatform.google.com/intl/de/about/analytics/;
Security measures: IP  masking (pseudonymization of the [IP address); Privacy Policy:
https://policies.google.com/privacy; Data processing agreement:
https://business.safety.google/adsprocessorterms/; Basis for third country transfers: Adequacy decision
(Ireland); Opt-Out: Opt-out plug-in: https://tools.google.com/dipage/gaoptout?hi=de; Settings for the
display of advertisements: https://myadcenter.google.com/personalizationoff. Further information:
https://business.safety.google/adsservices/ (Types of processing and processed data).

Google Tag Manager: We use Google Tag Manager, a software from Google that enables us to manage
so-called website tags centrally via a user interface. Tags are small code elements on our website that
are used to record and analyse visitor activity. This technology helps us to improve our website and the
content offered on it. Google Tag Manager itself does not create any user profiles, does not store any
cookies with user profiles and does not carry out any independent analyses. Its function is limited to
simplifying the integration and management of tools and services that we use on our website and making
them more efficient. Nevertheless, when using the Google Tag Manager, the IP address of the user is
transmitted to Google, which is necessary for technical reasons in order to implement the services we
use. Cookies may also be set in the process. However, this data processing only takes place if services
are integrated via the Tag Manager. For more detailed information on these services and their data
processing, please refer to the further sections of this privacy policy; Service provider: Google Ireland
Limited, Gordon House, Barrow Street, Dublin 4, Ireland; Legal basis: Consent (Art. 6 para. 1 sentence 1
lit. a) GDPR); Website: https://marketingplatform.google.com; Privacy Policy:
https://policies.google.com/privacy; Data processing agreement:
https://business.safety.google/adsprocessorterms. Basis for third country transfers: Adequacy decision
(Ireland).

Processing of data in the context of employment or contractual
relationships

In the context of employment relationships, personal data is processed with the aim of effectively
managing the establishment, implementation and termination of such relationships. This data processing
supports various operational and administrative functions that are necessary for the management of
employee relations.

Data processing covers various aspects ranging from contract initiation to contract termination. This
includes the organisation and administration of daily working hours, the administration of access rights
and authorizations as well as the handling of personnel development measures and employee appraisals.
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The processing is also used for payroll and the administration of wage and salary payments, which are
critical aspects of contract implementation.

In addition, data processing takes into account the legitimate interests of the responsible employer, such
as ensuring safety in the workplace or collecting performance data to evaluate and optimize operational
processes. Furthermore, data processing includes the disclosure of employee data as part of external
communication and publication processes, where this is necessary for operational or legal purposes.

Legal bases: Performance of a contract and pre-contractual inquiries (Art. 6 para. 1 sentence 1 lit. b)
GDPR); Legal obligation (Art. 6 para. 1 sentence 1 lit. ¢) GDPR); Legitimate interests (Art. 6 para. 1
sentence 1 lit. f) GDPR). Processing of special categories of personal data relating to health care,
employment and social security (Art. 9 para. 2 lit. h) GDPR).

Further information on processing operations, procedures and services:

e Deletion of employee or contractor data: Employee or contractor data in Switzerland is deleted
when it is no longer required for the purpose for which it was collected, unless it must be retained
or archived due to legal obligations or due to the interests of the employer or contractor. The
following retention and archiving obligations are observed:

o 10 years - Retention period for books and records, annual financial statements,
inventories, annual reports, opening balance sheets, accounting vouchers and invoices
as well as all necessary work instructions and other organisational documents (Art. 958f
of the Swiss Code of Obligations (CO)).

o 10 years - Data required for the consideration of potential claims for damages or similar
contractual claims and rights, as well as for the processing of related inquiries based on
past business experience and common industry practices, are stored for the statutory
limitation period of ten years, unless a shorter period of five years is applicable, which is
relevant in certain cases (Art. 127, 130 CO). Claims expire after five years for rent, lease
and capital interest payments and other periodic services, for the supply of food, for
catering and hospitality debts as well as from craft services, retail sale of goods, medical
care, professional work of lawyers, legal agents, attorneys and notaries and from the
employment relationship of employees (Art. 128 CO).
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